MuHCTEpCTBO HAayKH U BbICIIEro oOpasoBanus PO
Y bsHOBCKHIT TOCY/1apCTBEHHBIH YHUBEPCHTET

®dopma

®-Pabouas nporpaMmma Mo JUCLHUILIHHE

YTBEPKAEHO

/

¢acenarens_ ) Bonko MLA.
(noonucw, pacuugposxa noonucu)
Mas 2022 I.

PABOYAA ITPOT'PAMMA JTUCIIUITJINHBI

JucuumiuHa | AHanu3 ysI3BUMOCTEH MPOrpaMMHOTO o0ecreueHust
dakynbTeT MareMaTHKH, HH(OPMALIMOHHBIX U aBUALIMOHHBIX TEXHOJIOTUI
Kadenpa NubopmanmoHHO 0€30IaCHOCTH M TEOPUH YIIPABICHHSI

Kypc 5

Cnenuansaocts: 10.05.01 «KomnerorepHas 6€300aCHOCTBY
KOO HandeJleHMﬂ (cneuuaﬂbHocmu), NOJIHOe HauMeHoB8AaHUue

CHGHI/IaJH/I?;aHI/ISIZ «MaTeMaTHIeCcKHe METOJBI 3alIINTHI I/IHd)ODMaIII/II/I»

noJjiHoe HauMeHoedaHue

®opma 00yuyeHus:___ oyHas
OYHAA, 3A04YHAA, OYHO-3A04YHAA (yKasamb moJjibKo me, Komopbtepeaﬂusyiomc;z)

Jlata BBeieHus B yueOHbIH nporecc Yal'V: «_01 » 09 2022r

[IporpaMma akTyaau3upoBaHa Ha 3acefaHuy Kadeapbl: mpoToKo Ne oT 20 T.
[Tporpamma akTyanm3upoBaHa Ha 3aceAaHuM Kadeaphl: MPOTOKOI No oT 20 T.
[IporpaMma aKkTyanu3upoBaHa Ha 3acefaHuy Kadeapbl: mpoToKo Ne oT 20 T.

CaenieHusi o pazpaboTUHKaX:

5(0) Kadenpa JI0JDKHOCTB, yUeHas CTEIEHb, 3BaHUE
CytbipkuHa ExaTepuna AsiekceeBHa NbuTY JIOLIEHT, K.(O-M.H
COTI'JTACOBAHO

3aBenyromuii kadenpoit « MapopmanmonHas
0€30MacHOCTh U TEOPUS YIIPABICHUS,
peATU3YIOIIEH TUCIUTIIMHY

, T Annpeer A.C. /

' Ebrm{'b} (D.1.0.)

«11 » wMag 2022 r.

®opma A Crpannna 1uz 12



MuHCTEpCTBO HAayKH U BbICIIEro oOpasoBanus PO
Y bsHOBCKHIT TOCY/1apCTBEHHBIH YHUBEPCHTET

dopma
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1. EJIM 1 3AJIAYM NU3YYEHUSA JUCHUITIMHBI

JucuuiuinHa «AHanIM3 ysA3BMMOCTEH IIPOrpaMMHOIO oOecredeHus» obecrednBaeT
npuoOpeTeHne 3HAHUM W yYMEHHH B COOTBETCTBHHM C TOCYJIAapCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJAPTOM, COAEUCTBYET (POPMHUPOBAHUIO CUCTEMHOI'O U AHATUTUYECKOTO MBIIIJICHHUS.

Ilenn ocBOeHMS IMCHUIIJIMHBI:

® 13YyYCHHUE CTYJEHTOM OCHOBHBIX BHJIOB YS3BHMOCTEH MPOTrPaMMHOTO 00ECTICUeHHS,

® OCBOGHME OCHOBHBIX METOJOB M CpPEICTB aHalIM3a U YCTPaHEHMs YA3BUMOCTEH

IIPOrPaMMHBIX peaau3alui;
3agauu ocBOCHMS JMCHUIIHHBI:

— Ppa3BUTHE y CTYJCHTOB COOTBETCTBYIOIIUX OOLIEKYIbTYPHBIX, MPO(ECCHOHAIBHBIX U
po¢ecCHOHATbHO-CIIELUAIN3UPOBAHHBIX KOMIICTEHIIUH;

— (hopMupOBaHHE HABBIKOB SKCIEPTU3bI KAUECTBA U HA/IEKHOCTH pean3aliii porpaMMHBIX
Y TIPOTPaMMHO-ANIIAPATHBIX CPEICTB 00eCTIeYeHNsI MHPOPMALMOHHOW O€30MTaCHOCTH;

— (popMHupoBaHUE HABBIKOB aHAJIN3a IPOTPAMMHBIX pealn3allui Ha IPEIMET HaTU4Us
YA3BUMOCTEM;

— Pa3BUTHE HABBIKOB OPTaHU3ALMN AHTUBUPYCHON 3aLIUThI

2. MECTO JUCHHUIIJIMHBI B CTPYKTYPE OIIOII
JlucuuniuHa OTHOCUTCS K BapuUaTHUBHOM uyacTH AucuuIUinH no BeiOopy b1.B.JIB B pamkax
oOpa3oBarenbHOM mporpaMMbl M uuTaeTcss B 10-M cemecTpe cCTyaeHTaM CHEIUAIBHOCTH
«KommbroTepHast 6€30MacHOCTb» 04HOM (POopMBbI 00yUEHUSI.

JUis ee YCHEIIHOTO W3YYCHHS HEOOXOIWMbI 3HAHHMS W YMCHHS, MPHOOPETECHHBIC B
pe3yJlibTaTe OCBOEHUS KypcOB «CHCTeMHBbIH aHanu3», «JIONONHUTENbHBIE TIaBbl KPHITOrpadum»,
«BpenoHOoCHbIE TPOrpaMMBbl B KOMIIBIOTEPHBIX CETSIX.

OCHOBHBIE TIOJIOKEHUSI UCUUILIMHBI UCIOJIB3YIOTCA B JAJIbHEMIIEM NMpPU MPOXOKIECHUU
npakTuk, cnade BKP u cmaye rocy1apcTBEHHOIO 3K3aMeHa.

3. HEPEUEHDb INTAHUPYEMBbIX PE3YJIbTATOB OBYYEHMUS IO JUCHUIIJINHE
MOAYJIIO), COTHECEHBIX C IINTAHUPYEMbBIMH PE3YJIbTATAMUN OCBOEHUA
OBPA3OBATEJIbHOM ITPOT'PAMMBI
ITpouecc wu3ydeHUs JUCHMIUIMHBI «AHaIW3 YA3BUMOCTH IPOTPaMM»
(hopMHpPOBaHUE CIETYIOMINX KOMIETEHIIUH.

HaIllpaBJICH Ha

[lepeueHn MIaHUPYEMBIX PE3yJILTATOB O0YUYCHHS TI0 JTUCIUILTUHE
(MOmyI0), COOTHECEHHBIX C HHAWKATOPAMU JOCTHKEHUS
KOMIIETCHIINM

Kon w HaumMeHOBaHHME peaan3yeMoit
KOMIICTCHIIUN

[IK-1 Criocoben ¢dbopmMHpoBaTH
KOMIUIEKC ~ Mep JUIL  3allUThI
WHQOPMAIUY OTPaHUYEHHOTO JOCTYIIA,
VIOpaBJIATh  MPOLECCOM  Pa3pabOTKH
MOZEIIEH yIrpo3 U MOACIIEH HapyLIUTEIs

3HATh: CIIEUUANIBHBIE CPEACTBA 3ALUTHI B COBPEMEHHBIX
cpenax MmporpaMMHUpPOBaHUS

YMeTh: CTPOUTH COOTBETCTBYIOIINE MaTEMaTHUECKHE
MOJIETN

Brnanets: cnoco6aMu OLleHKM M TPOrHO3UPOBAHUS PaOOTHI

0e30MmacHOCTH KOMIIBIOTEPHBIX CHCTEM

MoJeer 0e30IacHOCTH

IK-2 CriocobeH OCYIIECTBIISTh
TECTHPOBAHME CHCTEM 3aIUTHI
HH(POPMAITUH KOMITBIOTEPHBIX CUCTEM

3HAaTh: OCHOBHBIE CPEJCTBA U METO/IbI aHAJIN3A
IIPOrpaMMHBIX pealn3alui Ha IPEAMET YA3BUMOCTEN
YMmeTh: pa3pabaTsiBaTh IPOrPaMMBbI € 3aLIUTON OT
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ySA3BUMOCTEHN

BJ'IaI[eTBZ HaBbIKaMU BBIABJICHUA U YCTPAHCHUA

ySA3BUMOCTEHN

IK-3 Crnocoben pa3pabaTsiBaTh
OPOEKTHBIC  pEIICHUS [0  3alluTe
urdopmaum B KOMITHFOTEPHBIX
cucTeMax

3HaTh: CTATUYECKHUE U TUHAMUYECKHE METO/IbI aHATH3BI
MIPOrPaMMHBIX peain3anuit

YMeTb: BBIOUPATh a/IeKBaTHBI HHCTPYMEHT ISl OLICHKH
a¢ddextuBHOCTH Oe30onmacHOoCTH [10

Brnanets: ciocoOHOCTHIO O1IeHNBaTh 3()(HEKTUBHOCTH
peanu3aiy CUCTEM 3alUThl MHPOPMAIIUU U ICHCTBYIOIINAX
MOJUTHK 0€30MaCHOCTH B KOMITBIOTEPHBIX CUCTEMAX,
BKJTIOYAsH 3alUIIECHHBIC ONICPAI[IOHHBIE CHCTEMbI

4. OBIHAA TPYJOEMKOCTD JUCIUITJIMHBI

4.1. O0beM TUCHUIIHHBI B 324eTHBIX eIMHUIAX (Bcero) 2.

4.2. O0beM JTHCHUILIHHBI 10 BUAAM Y4eOHOMH padoThl:

KonmuaecTBo yacoB (hopma oOydeHHS - THEBHAS)

Bup yueGHol paboThl | Beero

1o
IUIaHy

B 1.4. no cemectpam

10

KonTakTtHas paborta
00yJaromuxcs ¢
penoaaBaTeIeM

40

40

AyaUTOpHBIE 3aHATHS:

o Jlexiun

20

20

® HpaKTI/I‘{eCKHe u

CCMUHAPCKUC 3aHATUS

e JlaGopaTopHbie
paboThI
(J1abopaTopHbIiA
MPAKTHUKYM)

20

20

CamocTosTenpHast
pabora

32

32

dopma TeKy1Iero
KOHTPOJISI 3HAHUU U
KOHTPOJIA
CaMOCTOSITEIIBHOU
paboThI

JlaGopartopHble
paboTHl,
TECTUPOBaHUE

KypcoBas padora

DK3aMeH

Bcero yacoB no
JUCIHUITIINHE

72

72
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Buas! mpoMexyTO4HON

3a4. €.

aTTecTtauuu (3K3aMeH, 3a4yeT
3a4er)
OO61mas Tpya0eMKOCTh B 5 5

4.3. Coaep:xxanue TUCUMILIMHBI. Pacnpenesienne 4acoB o TeMaM M BHIaM y4eOHOIi padoThI:

O4Hasi

®dopma 00yueHus

Bujbl yueOHBIX 3aHATHIH dopma
AyIMTOpHBbIE 3aHATHUSA TEKYIIEero
Hasmanne pasienon u | g, Meene | “opmese. | urepancnn | onrens | “onrpoz
TeM Jex . 3HAHUHU
| S3HATHA, pa6oThl, BHOM Haf
CeMUHApP | MPAKTHK ¢dhopme padorta
bl YMBI
1 2 3 4 5 6 7
Pa3nen 1. besonacuocthb u yszBumoctu KC
1. Moaenu yrpo3 2 1 1 TECTUPOBAHUE
KkrOep0e30nacHOCTH
2. Cpencria 5 2 3 TECTHUPOBaHUE
AHOHHUMM3allU1 B CETU
3. GOOGLE nopku 6 1 2 3 nabopaTopHas
pabora 1,
TECTUPOBAHKE
Paznen 2. Yazeumoctu Frontend
4. Baenpenue 8 2 2 4 naboparopHas
MEXCAaUTOBBIX 3aIIPOCOB pabora 2,
TECTUPOBAHHE
S. TokeHsl ¥ KyKH 7 2 2 3 nabopaTopHas
pabota 3,
TECTUPOBAHUE
Pa3nen 3. Ysizeumoctu Backend
6. anbcupuKanus u 6 2 2 2 naboparopHas
MOJMEHA 3ar0JIOBKOB pab6ora 4,
3aIpOCOB U MOJUTHKA TECTHPOBAHHE
Oe3omacHOCTH B Opay3epe
7. 3arpy3ka (aiision 7 2 2 3 naboparopHas
pabora 5,
TECTUPOBAHHE
8. Mnbekuuu B BJ| 8 2 2 4 1abopaTopHas
pabora 6,
TECTUPOBAHUE
Pa3nea 4. Yassumoctu OC
9. IloBbllIeHHE TIPaB B 8 2 2 4 nabopatopHast
Windows, MAC OS pabora 7,
TECTHPOBAHHE
10. bezonacHoCTh 8 2 2 4 nabopatopHas
MOOUJIBHBIX TeIe(POHOB. pabora 8,
TECTHPOBAHHE
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Pa3zgen 5. DTHUYHBINA XaKUHT

11. B3om caiita 9 1 4 4 nmabopaTopHast
paborta 9,
TECTUPOBAHUE

12. IleHTECTHHT dTHKA 2 1 1 TeCTUpOBaHUE

3aueTsl

Htoro 72 20 20 (20%) 32

*-3aHATHUS IPOBOASATCS B MHTEPAKTUBHOM (hopme

5. COAEP’KAHUE JUCHUIIIMHBI (MOLYJIS)

Pasnen 1. besonacHoctsb n ysa3sumoctu KC

Tema 1. Moaeau yrpo3 kubepée3omacHoctu. Mojenb HapylmUTeNs, MOCTPOSHUE MOJIEIH
yrpo3 s 3agannoi UC. Kiaccudukanus mearecrepon. Mi3BecTHBIE MPUMEPHI peaTH3alliK aTak.

Tema 2. CpeacrBa aHoHMMHU3aUMU B ceTH. AHOHMMHblE ceTH. [IpuBarHblii pexum. VPN,
npokcu, TOR.

Tema 3. GOOGLE nopxu. ITouck xonduaeHnmuanbHol nHGOpMauu B ceTu 0e3 CIEI.CPEeICTB U
CTIOCOOBI 3aIIUTHI OT YTEYEK.

Paszaea 2. Yassumoctu Frontend

Tema 4. Bueapenue mexcaiiToBbix 3anpocoB. [loHsTHEe 3KcIuIoiTa. OTpa)keHHbIE, BHEAPEHHBIE U
DOM araku XSS . O6xon ¢unsTpa XSS. DKCIOHEHIIMAIBHBIE aTaku XSS.

Tema S. ToxeHbl H KyKH. YTOH KyKH, [T0J]MEHA TOKEHa,

Pasznen 3. Yazsumoctu Backend

Tema 6. ®anbcupukanusi W NOAMEHAa 3aroJ0BKOB 3anmpocoB. Danbcupukaims MeKCaUTOBBIX
sanpocos. CORS, Samesite coockie, request smuggling, command injection, SSTI. ARP-spoofing.

Tema 7. 3arpyska ¢aiiios. XXE, UYepusie xompl B Meaua-(aiimax. Ataku "Drive-by
Download".

Tema 8. HWubexkuun B BJI. SQLi: Bpy4HYI0 U ¢ UCIIOIH30BAHHEM HHCTPYMEHTOB aBTOMATH3AIHH.

Pa3znea 4. Ysazsumoctu OC

Tema 9. TloBbimenne mnpaB B Windows, MAC OS. CnocoObl HeCaHKIHOHHUPOBAHHOTO
MOBBIIIEHUS PUBUIICTUH TIOJIB30BATENS U CIIOCOOBI 3AIIUTHI.

Tema 10. Be3onmacHocTs MoOMIBHBIX TededonoB. Kak 3ammTuTh CBOM TenedoOH OT XaKepoB U
kubepaTak. AHTHBHpYCHL. PazpemieHus npuiokeHud. AHTHKpUMHUHaIUCTHKa. Kak 3ammTuTh
cMapTdOH OT U3BJICUECHUS JaHHbBIX.

Paszgen 5. DTH4HbLI XaKHHT

Tema 11. B3aom caiita. AHaIM3 HA NPOHUKHOBEHHE Ha TPHUMEpPE TECTOBOTO BeO-pecypca C
ucroib30Banue nHcTpyMenToB Kali.
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Tema 12. Menrectunr 3tuka. JnuHHBI myTh B Penetration Testing: ¢ yero Hayatb M KyZJa
CMOTPETb.

6. TEMbI IPAKTUUYECKHAX U CEMUHAPCKHUX 3AHATUIA
IIpakTHyeckure u ceMUHApCKUE 3aHATHSL He IPEAyCMOTPEHbl YUEOHBIM IIAHOM.

7. JABOPATOPHBIE PABOTHI (IABOPATOPHbLIN ITIPAKTUKYM)
JlabopaTopnasi padora 1. Ilouck u 3amuTa KOHpUIEHIHAIBHOH MHpOpMan Ul
L]env: 3HAKOMCTBO C TEXHUKOM, ncnonbzyemass CMU, cnencTBEeHHBIMU OpraHaMu, HHKEHEpaMHU
1o 6e30MacHOCTH U JIFOOBIMU TOJIH30BATEISMU JIJISI CO3JaHUS 3aIIPOCOB B PA3TMUHBIX IIOMCKOBBIX
cucTeMax JAJsl OOHapyKEeHUs CKPBITON MH(DOPMALUK U YSI3BUMOCTSIX, KOTOPBIE MOXKHO
00Hapy>KUTh Ha OOIIEAOCTYITHBIX CEpBepax.
Cooeporcanue: Tlorck ys13BUMBIX CIyO0 U maposiel B OTKPBITHIX Jiorax B I'yriie npu noMmouu
JIOPKOB.
Pe3zynomam: napopmanus B BUJIe CIIUCKA aIPECOB, JEKTPOHHOM MMOUYTHI, KAPTUHOK WM MEPEUHs
BeO-KaMep B OTKPBITOM JIOCTYIIE.

JladopaTopHasi pa6ota 2. XSS u cnoco0bl NpeaoTBPaNIeHUs

Llenv: 3HAKOMCTBO C aTaKaMU Ha BEO-CUCTEMBI.

Colepoicanue: TeCTUPOBAHUE HA BO3MOXXHOCTh BHEAPCHHUS BPEIOHOCHOTO KOJIa Ha ONPEICIEHHYIO
CTpaHHUILy.

Pezynvmam: none3nasi Harpy3Ka Jijisl pean3aluy dKCIIONTA U IepedeHb Mep 110
NPEAOTBPAIICHUIO aTaKH.

JlaGopaTopHasi pa6ora 3. AHAIU3 YSI3BUMOCTEll YHUKAJIBHBIX HIEHTH(PUKATOPOB
L]enwv: 3HaKOMCTBO CcO criocobamu 6e30macHOM nepeadn JaHHbIX B Opaysepe.
Cooepoicanue: MoTy4eHHE KYKOB U TOKEHA MOJIb30BaTENsI HAa OMPeeNIEHHON cTpaHuIle 0e3
HUCIoab30Banus crenuaiasaoro 110.

Pe3zynvmam: aBTopuzanus ¢ aAIMUHUCTPATUBHBIMU IIPaBaMU Ha TECTOBOM CTpaHHIIE.
JlaGopaTopHas padora 4. [loamena 3anpocon

[]eny: 3HAKOMCTBO C MHBEKIIMOHHBIMU aTaKaMU Ha CTOPOHE cepBepa.

Cooepoicanue: ynaneHHOE UCTIOTHEHUE KOIa.

Pesynomam: ucnionp3oBanue BurpSuite s oTuera.

JlaGopaTopnasi paGora 5. 3arpyska 3apaxeHHBIX (aiisioB

L]env: 3yuenue cnoco0oB BHEApEeHUS (aiijioB HA CEpBEP U CIIOCOOBI B3aUMOJICHCTBUS C HUMH.
Cooepoicanue’ cozlanue 3aBeOMO BPEJOHOCHOTO (paiinia 1 u3yueHne BO3MOXKHOCTH 3arpy3KH €ro
Ha TECTOBBIN BeO-pecypc

Pesynomam: ynaneHHoe UCIIOJIHEHHE KOJA

JlaGopaTopuas pa6ora 6. SQLi u sqimap

L]ens: mOCTpOEHKE 3aIUUTHI OT peaiu3aun UHbEKIUN B b/1.

Cooepoicanue. aHATN3 HA YI3BUMOCTD K HHBEKIINNA SQL TECTOBBIX CTpaHUIl BEO-TIPUITOKCHHH.
Pe3zynvmam: nonyueHue naHHbIX U3 0a3bl JaHHBIX.

JlaGopaTopnasi pa6ota 7. [loBbllieHHe MPaB B ONEPALMOHHBIX CHCTEMAX

L]env: n3yyenue cnoco0oB 00X0/1a 3aUTH HECAHKITMOHUPOBAHHOTO TTOBBIICHUSI PUBHIIICTUI
MOJIb30BATENS A0 aIMUHUCTPATOPA U CyNep-aIMUHUCTPATOpa

Cooepoicanue’ uccnenoBaTh CUCTEMY Ha BO3MOYKHOCTD MTOBBILLIEHUS PaB
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Pe3yﬂbmam: HeﬁCTBHH B CUCTEMC, XapaKTCPHBIC JIA I10JIb30BATCII C ITIOBBIIICHHBIMU
IIPHUBUIICTUSAMMU.

JlaGopaTopuasi padora 8. 3anmura JaHHBIX OT u3BJedeHus Ha iOS u Android.

L]eny: 03HaKOMHUTBCS CO CIOCOOAMM 3aIUTHl MEPCOHATBHOW HHGOPMALUKM HAa MOOUIBHOM
YCTPOMCTBE.

Cooepoicanue pabomwl: I3MEHEHHE HACTPOCK MOOMIBHOTO Tese(oHa st MAaKCUMATBHOW 3alTUTHI
OT aHTUKPUMHHAIHCTUICCKOHN IKCIIEPTU3BI.

Pe3yﬂbmam: MOOMIILHOE YCTpOﬁCTBO, MAaKCUMAJIbHO 3alllMIICHHOC OT YI'PO3bI U3BJICYCHHUA JaHHBIX
TPETbUMU JIMLIAMMU.

JlaGopaTtopHas padora 9. AHa/Iu3 YA3BHUMOCTEil TeCTOBOro Bed-pecypca

L]env: 3HAKOMCTBO C OCOOCHHOCTSIMHU paOdOThI STUYHOTO XaKepa

Coodeporcanue: uccieoBanue BeO-pecypca Ha HATMYUE YSI3BUMOCTEH U BO3SMOKHOCTH UX
JKCIUTyaTaluu

Pezynomam: paittan no npoaenanHoN padoTe U CIHCOK BBISIBJICHHBIX YSI3BUMOCTEH

8. TEMATHUKA KYPCOBBIX, KOHTPOJIbHBIX PABOT, PE®GEPATOB
KypcoBsie paboTbl, KOHTPOJIbHBIE PA0OTHL, pedepaTsl HE MPETYCMOTPEHBI YUEOHBIM TUIAHOM.

9. IEPEYEHbBb BOITPOCOB K OK3AMEHY (BAUYETY)
Monens HapymuTest. AJTOPUTM OCTPOCHUE MoJieu HapymuTens 1t UC?
OcHOBHBIE PUYMHBI 3apaskeHust U criocoOs! 3ammTtel UC ot HC/L.
CnocoObl anHoHMMM3a1MK B cetu Internet.
ITpokcu u VPN.
Bubl MmexceTeBbIX SKPAHOB.
dopMHUpOBaHUE MTOMCKOBBIX 3aIPOCOB C MOMOIIBIO CHEIMAIbHBIX BBIPAKEHUH.
Kaxk opranusoBana araka MAC-flooding?
Kak mpoucxonut noamena cyoaomena DNS? Cokparenust Ha3BaHui cyoiomenoB DNS.
Yro takoe Potentially Unwanted Program (PUP - moreHImanbHO HeXenaTeIbHas
nporpamma)?
. Kak atakyror WEB-cepBepbi? Kakue cyniecTBytoT crioco0bl BCTpauBaHMsI BPEOHOCHOTO
KO/Ia Ha CTpaHuILy?
11. Yro Takoe «ATaku HyJI€BOTO JHs». UTO AeNaroT pa3pabOTUUKH, Y3HAB O TAKUX aTakax?
Kak y3HaTh, 4T0 0OHapykeHa ysA3BUMOCTb U KaK €€ 3aKpbITh?
12. Yro takoe Adware (Madware) u Grayware?
13. Kak peanm3zyrorcst Hijackers —araku?
14. Yro takoe Ransomware, Scareware u Rouge Security (rogueware)?
15. Kakue Bugst Cross-Site Scripting (XSS) Bam n3BectHb? Kak OHU peann3yroTcsi B KaKk OT
HUX 3alIUTUTHCS?
16. Kak npoucxoaut B3oM WEB-nipunoskenuii ¢ momoripto "otpasieHubix” Cookie?
17. Ionstue cookies. CriocoObl yroHa Kyk.
18. Ataku «UenmoBek ocepeIMHEY.
19. bezomnacHocTh cepBepoB. OCHOBHBIE BEKTOpaA aTak.
20. Kimukepsr Clickjacking u likejecking, uto sato?
21. Yrpo3sl Ha ctopoHe cepBepa. SQL Injection (SQLi).
22.Yro takoe ARP-spoofing u danbcudukanms MexcainToBsix 3ampocoB CSRF.

CoNR~LNE

[ERY
o
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23. Kak ucnonb30BaTh YepHbIE XObI B Meaua-(aitnax?

24. PaznoBuaHocTH ataku «Hemosek nocepeanne (Man-In-The-Middle).»
25. Kakue UMeIoTCSl CKpBIThIE YIPO3bl OE30MaCHOCTH?

26. CoBpeMeHHbIE HHCTPYMEHTBI CIIELUAINCTA 110 HH(POPMALIMOHHOH 0€3011acHOCTH.
27. DTHueckas CTOpOHa BOIIPOCA IMEHTECTA.

10. CAMOCTOSATEJIbHASA PABOTA CTYAEHTOB

B paMKax CaMOCTOATEIbHON pa6OTBI CTYACHTaM BBIACIISACTCS BpEMS Ha:

— TEOPETUYECKYIO MOATOTOBKY MO TUCIUILIMHE TOCPEICTBOM H3yUEHUs TEMATHUECKOMN
nuTepaTypsl (0a30BOM, JOMOIHUTENBHON) U KOHCIEKTOB JIEKIIUN IO TUCIUILINHE;
— MPaKTUYECKYIO MOATOTOBKY MO TUCIUILIMHE TOCPEICTBOM BBINOIHEHUS Ja00PATOPHBIX

pabor;

— HOATrO0TOBKY K CAA4YC UTOrOBOI'O 3a4€Ta 10 JUCHUIIIINHC.

Hasganue pa3nenoB u
TEM

Bug camocTosiTenbHOM paboTh

O0BeM B yacax

DopMa KOHTPOJIS

1. Mogenu yrpo3 IIpopaboTka y4eOHOrO MaTepuana, 1 TectupoBaHnue, 3a4er,

KH6€p6630HaCHOCTI/I IOAroTOBKA K cllaye 3a4yera,

2. Cpencrsa IIpopaboTtka y4ueOHOrO MaTepuara, 3 TectupoBanue, 3aver,

AHOHHUMMU3AIIUU B CETU IOATr0OTOBKA K CAa4€ 3a4€Ta,

3. GOOGLE nopxu [TpopaboTka yueGHOr0 MaTepuaa, 3 Tectuposanue, 3a4er,
MOJIrOTOBKA K C/Iaue 3a4era, nabopaTopHas padoTa
n1a00paTOpHBIC PabOTHI

4. Baenpenne ITpopaboTka y4eOHOrO MaTepuana, 4 TectupoBanue, 3aueT,

MEKCANTOBBIX MOJArOTOBKA K C/laue 3a4eTa, nabopatopHas paboTa

3ampocoB JTabopaTopHble paboThI

5. TOKEHBI U KYKH [TpopaboTka yuebHOTO MaTepuania, 3 TectupoBanue, 3a4er,
MOJITOTOBKA K CJlaue 3a4yeTa, naboparopnas pabota
nabopaTtopHbie paboThI

6. Qanscudukanus u [TpopaboTka yuebHOTO MaTepuania, 2 TectupoBanue, 3a4er,

MOIMEHA 3ar0JIOBKOB IIOJrOTOBKA K C/Iaue 3a4era, nabopaTtopHast paboTa

3aIpOCOB M MOTUTHKA JTabopaTopHble paboThI

0e30IacCHOCTH B

Opaysepe

7. 3arpy3ka (aiinos [popaboTka yueGHOTO MaTepHaa, 3 TectupoBanue, 3aver,
IIOJrOTOBKA K C/Iaue 3a4era, nabopaTopHast paboTa
nabopaTtopHbie paboOThI

8. Unbexiuu B BJ] [TpopaboTka yuebHOTO MaTepuania, 4 TectupoBanue, 3a4er,
MOJITOTOBKA K CJlaue 3a4yeTa, naboparopnas pabota
nabopaTopHbIe pabOThI

9. lloBreimenne nipaB B | IIpopabotka yaeOHOrO Marepuana, 4 TectupoBanue, 3a4er,

Windows, MAC OS IIOATrOTOBKA K Claye 3a4eTa, naboparopnas paboTa
nabopaTopHbIe pabOTHI

10. be3omacHOCTb IpopaboTka yueGHOro MaTepuana, 4 Tectuposanue, 3a4er,

MOOMIIBHBIX MOJrOTOBKA K CIave 3a4era, nabopatopHas padoTa

Teae)OHOB. JabopaTopHbIe pabOTHI

11. BaiowM catita IIpopaboTka yueOHOTO MaTepuana, 4 TectupoBanue, 3a4er,
MOJITOTOBKA K Clade 3a4yeTa, naboparopnas paboTa
nabopaTopHbIe pabOTHI

12. Tlentectunr 3Tuka | IIpopaGoTka yueGHOro Marepuaa, 1 Tectuposanue, 3a4er,

IIOArOoTOBKA K CAa4y€ 3a4cCTra,
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11. YYEBHO-METOJANYECKOE U UTH®OPMAIIMOHHOE OBECIIEYEHHUE
AU CHOUIIJINHBbI

a) CniMcok peKoMeH1yeMoii JIuTepaTypbl

OCHOBHAasl

1. TIInatonoB Bnagumup Branumuposuu. IIporpammHo-anmnapaTHblie cpeicTBa o0ecrneueHus
MH(OPMALIMOHHOMN 0€30MaCHOCTH BHIYMCIUTENBHBIX CeTel : yued. mocoOue it By30B 110
cre. 090102 "KommerorepHas 6ezonacnocts", 090105 "Kommiekc. obecnieueHre nHGOpM.
6e3onacHocTH aBToMatu3up. cucrem" / [lnmatono Brnagumup Biagumuposud. - Mocksa :
Axanemust, 2006

2. lllep6akos A.IO., A.1O. lllep6akoB. CoBpeMeHHass KOMIIbIOTEpHAsE 0€30M1aCHOCTb.
Teopernueckue ocHOBHL. [IpakTudeckue acrekTel. YuebHoe nocoodue. - M.: KHmKHBIIH MuUp,
2009. - 352 c. - ISBN 978-5-8041-0378-2 - Pexxum nmocryma:
http://www.studentlibrary.ru/book/ISBN9785804103782.html

3. Buykos, A. A. 3ammta napopmanuu : yaeOHoe mocodue it 6akamaBpuaTa U MarucTpaTypsl /
A. A. BHykoB. — 2-e u3., uctp. u gon. — Mocksa : M3parensctBo HOpaiit, 2019. — 240 c.
— (Bwicmree obpazoBanue). — ISBN 978-5-534-01678-9. — Texkct : anexkrponnsiii // 9bC
IOpaiir [caiiT]. — URL: https://www.biblio-online.ru/bcode/444046

AOMOJTHUTEIbHAS

1. Kaszapun, O. B. IlporpaMMHo-anmapaTHble CpeCTBa 3alIUTh HHQOpMaIiH. 3auTa
MIPOrPaMMHOTO oOecrieueHus : y9eOHUK U pakTuKyMm Juis By3os / O. B. Kazapun, A. C.
3a6a0ypun. — Mocksa : U3natenbcrBo FOpaiit, 2019. — 312 ¢. — (Cnenmanuct). — ISBN
978-5-9916-9043-0. — Tekcr : anekrponnsiit // OBC FOpaiir [caiit]. — URL:
https://www.biblio-online.ru/bcode/437163

YueOHO-MeTOANYECKAS

1. Cytsipkuna E. A. MeTtoanueckue ykazaHus K JJaOOpaTOpHBIM paboTaM Mo JUCHUIUINHE
«AHanu3 ys3BUMOCTEH MPOrpaMMHOT0 00eCIeUeHUs» 1Sl CTYJEHTOB CIEeHaIbHOCTEH
10.05.01 «KommbrotepHas 6e3omnacHoctb» U 10.05.03 «HpopmanmonHas 6€30MacHOCTh
aBTOMATHU3UPOBAHHBIX crucTeM» 04HOU (opMbl 00yuenus / E. A. Cyteipkuna; Yal'V,
OMUHAT. - YawsHosek : Yal'V, 2019. - 3arn. ¢ skpana; HeonmyOiarkoBaHHBIH pecypc. -
OnexTpoH. TekcToBble naH. (1 gaitn : 1,10 MB). - TekcT : 37eKTpOHHBIH.
http:/lib.ulsu.ru/MegaPro/Download/MObject/5603

/
’ P
JHPEKTOP HE [ BYPXAHOBA M M /¢
JI0AAHOCTL COTPYANNKA HAYYHOT OHOTHOTEKN U0 2/ noanmch

0) [IporpammHoe o0ecnieueHune

MoiiOduc Crannaptabiii, Anbt Pabouas cranmus 8.

I[J'I}I 06pa3OBaTGJ'IBHOF0 mnmpounecca 1o Z[aHHOf/i JUCHUITIIIUHE HCO6XO,Z[I/IM CTaLIPIOHapHBIfI knacc IIK ¢
YCTAHOBJICHHBIM CJICAYIOIIUM IPOTPaMMHBIM oOecIeyeHueM :

— Wireshark,

— python,

— Oracle VM VirtualBox

— Kali
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8) I[Ipogpeccuonanvuvie bazvl OAHHbIX, UHGOPMAYUOHHO-CHPABOUHBIE CUCEMbL

1. DJ1eKTPOHHO-0H0IHOTEYHbIEe CHCTEMbI:

1.1. IPRbooks : anexTpoHHO-OMbIMOTEUHas crcTeMa : callT / rpynmna kommanuit Aif [Tu Ap
Menmua. - Caparos, [2021]. — URL: http://www.iprbookshop.ru. — Pexum goctyma: s
3apPETUCTPUP. MOJb30BATENEH. - TEKCT : JIEKTPOHHBIN.

1.2. IOPAUT : »snexrpoHHO-GuGmuoTedHas cuctema : cailt /| OOO DieKTpoHHOE
usnarenscteo FOPAUT. — Mockea, [2021]. - URL: https://urait.ru. — Pexum nocryma: mis
3apETUCTPUP. MOJIb30BaTENEH. - TEKCT : JIEKTPOHHBIN.

1.3. KoHcynbTaHT CTyAEHTa : OJJIEKTPOHHO-OMONMoTe4yHass cucrema : cabt / OO0O
[Momutexpecypc. — Mockga, [2021]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum
JOCTyMa: JIJIsl 3apETUCTPUP. MoJib30BaTesei. — TeKCT : AIeKTPOHHBIH.

1.4. KoHCynbTaHT Bpaya : 3JIEKTPOHHO-OMONMoTeuyHas cucrema : cait / OOO Bricmias
IIKOJIa OpraHM3alMi W  YIOpaBICHHUS 3JIpaBOOXpaHEeHHEeM-KOMIIEKCHBI — METUIIMHCKUI
koHcanTuHr. — MockBa, [2021]. — URL: https://www.rosmedlib.ru. — Pexum nmoctyma: mis
3aperucTpup. noib3oBareneid. — TEKCT : AEeKTPOHHBIH.

1.5. Bonpimass MmenuuuHCKass OMOMMOTEKA : 3JIEKTPOHHO-OMOIMOTeUHasT cucTeMa : CalT /
OOO byxkam. — Tomck, [2021]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum mocrtyma:
JUISL 3apETUCTPUP. MOJIb30BaTeNeH. — TEKCT : 3JIEKTPOHHBII.

1.6. Jlanp : anmekTpoHHO-OuMOmuoTeuHas cucrema : cadt / OOO 3BC Jlawp. — CaHkT-
[TetepoOypr, [2021]. — URL: https://e.lanbook.com. — Pexum moctyma: mais 3aperucTpup.
noJsib3oBareseil. — TeKcT : AIeKTPOHHBIN.

1.7. Znanium.com : »JeKTpOHHO-OMOIHMOTEe4Hass cuctema : calt / OOO 3HaHUyM. -
Mocksa, [2021]. - URL: http://znanium.com . — Pexum npoctyma : s 3aperHCTPHP.
IIOJIb30BaTeNeN. - TEKCT : dJIEKTPOHHBIN.

1.8. Clinical Collection : koynekuus A8 MEAUIMHCKUX YHHUBEPCUTETOB, KIHHUK,

METUIIUHCKUX OnOIMOTEK /! EBSCOhost : [mopran]. — URL:
http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3e1-1191-414b-8763-
e97828f9f7e1%40sessionmgrl02 . — Pexxum pocTyna @ Ui aBTOpHU3. mojib3oBareneil. — Tekcr :
JJIEKTPOHHBIN.

1.9. Pycckuii s3bIK Kak WHOCTPAHHBIM : D3JIEKTPOHHO-O00pa30BaTEIbHBIM pecype s
MHOCTPaHHBIX cTyneHTOB : caiit / OO0 Komnanus «Ai I[lu Ap Menua». — Caparos, [2021]. —
URL: https://ros-edu.ru. — Pexum gocTyma: aasi 3aperUCTPHUp. MOJb30oBaTeneit. — TekcT :
JJIEKTPOHHBIN.

2. KoncyabTautlliatoc [DnekTpoHHBIN pecypc]: crpaBodHas mpaBoBas cucrtema. /OO0
«Koncynbrant Ilmoc» - DnektpoH. naH. - Mocksa : KoncynsrantlIntoc, [2021].

3. ba3pl JaHHBIX NEPUOAMYECKHUX U3TAHMIA:

3.1. ba3za naHHBIX MEPUOIMYECKUX M3JAaHUM : anmekTpoHHbIE XypHansl / OOO MBUC. -
Mocksa, [2021]. — URL: https://dlib.eastview.com/browse/udb/12. — Pexum moctyma : ais
aBTOPU3. MOJIb30BATENIEH. — TEKCT : AIEKTPOHHBIN.

3.2. eLIBRARY.RU: Hnayuynas snexkTpoHHas Oubnuoreka : caidlt / OOO Hayunas
OnektponHas bubnmoreka. — Mocksa, [2021]. — URL: http://elibrary.ru. — Pexxum moctyna : st
aBTOPH3. NIOJIb30BaTENIeH. — TEKCT : IIEKTPOHHBII

3.3. «Grebennikony : anextponnas oubnmoteka / ]I I'pebennnkoB. — Mocksa, [2021]. —
URL: https://id2.action-media.ru/Personal/Products. — Pexwum moctyma : JUisi aBTOPH3.
MoJb30BaTeen. — TEKCT : JIIEKTPOHHBIM.

4. HaunoHajabHasi 3JIEKTPOHHAasi 0U0JIMOTEKA : DJIEKTpOHHAss OnOmMoTeka : geaepanpHas
rocyJapcTBeHHass MH(POPMALMOHHAs cUCTeMa : calT / MuHuctepctBo KynbTypsl PD ; PI'b. —

Mocksa, [2021]. — URL: https://u36.pd. — Pexum mgoctyma : Juis MOJb30BaTeacH HaydHON
6ubnmoreku. — TeKCT : HIEeKTPOHHBIH.
5. SMART Imagebase Il EBSCOhost : [mopTau]. - URL:
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https://ebsco.smartimagebase.com/?TOKEN=EBSCO-
1a2ff8c55aa76d8229047223a7d6dc9c&custid=s6895741. — Pexum goctyma : ISl aBTOPHU3.
nojip3oBareseid. — M300pakeHue : 3JeKTpOHHEBIE.

6. @enepasibHble HHPOPMALMOHHO-00pa30BaTeJbHbIE NOPTAJbI:

6.1. EnnHoe OKHO jgocTyma K o0Opa3oBaTelbHBIM pecypcaMm : ¢enepaibHblii mopran /
yupemutens PIAOY AIIO IPTOIT m UT. — URL: http://window.edu.ru/ . — Tekct
JJIEKTPOHHBIN.

6.2. Poccwuiickoe obOpaszoBanue : (denepanpHbii mopran / yupemutens GLAOY IO
LIPI'OIT u UT. — URL.: http://www.edu.ru. — TekcT : 3JeKTPOHHBIHA.

7. Obpa3oBaTesbHble pecypebl Yal'y:

7.1. Dnekrponnas OuOmmoreka Yal'yY : monmynms ABHC Mera-ITIPO / OO0 «/lara
Okcnpece». — URL: http:/lib.ulsu.ru/MegaPro/Web. — Pexum noctyna : uisi mosb3oBatenei

Hay4HOU OMOMMOTEeKH. — TeKCT : AIeKTPOHHBIM.
3JIEKTPOHHBIH.

CorjtacoBaHo:

Bamecturens HauansHuka YU TuT /Knoukosa A.B. _ / 04.05.2022

12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBbI

Aymutopust  -3/316. Ayautopus Ui TPOBEACHUS JIGKIMOHHBIX, CEMUHAPCKUX W
MPAKTUYECKUX 3aHATUH, TEKYIIEr0 KOHTPOJIS M MPOMEXKYTOYHOM arrecTalluu, IPYIHIOBbIX U
WHIUBUAYAIbHBIX KOHCYJIbTAMHA. KOMIUIEKT NMEpEeHOCHOro MyJIbTUMEIUIHOrO 000pYyI0BaHMS:
HOYTOYK ¢ BbIXoJiIoM B MHTepHeT, skpaH, npoekrop, Wi-Fi ¢ noctynom B Untepuer, DMOC,9bC.
432017, YnpsiHOBCKast 001acTh, T'. YIIbSIHOBCK, yi. Habepexxnas peku Ceusiru, 1. 106-3 xopmyc.

Aymutopust 240 nns  mpoBeneHUs J1a0OpAaTOPHBIX M MPAKTUYECKUX  3aHATHUH,
TEKYIIEro KOHTPOJsS M NPOMEKYTOYHOM aTTeCTaluuy, TPYHIOBBIX MW HWHIWBHIYaJIbHBIX
KOHCylbTalui. 11 TepcOHaNbHBIX KOMIIBIOTEPOB, MPOEKTOP, 3KPaH, CHUCTEMbl 3aIUTHI
nndopmanuu: Cobomnb, Akkopn, Dallas Lock, Secret Net Studio. Cepep Vimark, ATIKIII
"Kontunent", Mapumpytuzatopsl Cisco, Cucrema 3zammtel uHpopmanuu ViPNet. 432017,
VYabsHoBckast 001, T YbsiHOBCK, yi1 Habepexnast pexu Cusru, a1 106-2 xopryc.

Aynmuropuss -230. AynmuTopus Uil CaMOCTOSITETbHOH pabOThL. AyAWTOpHUS YKOMIUIEKTOBaHA
yueHH4YeCcKOH MeOenbio. 16 mepcoHanbHBIX KOMITBIOTEPOB.

Aynutopust -237. UnTtanbHbIi 3a0 HaydHOH OMOIMOTEKH C 30HOH IS CAMOCTOSITEIbHOM paboTHL.
Aynutopusi yKOMIUIEKTOBaHa YueHHUYecKoil MeOenbto. KoMIbIOTepHas TEXHHKA, TEIEBH30p, JKpaH,
npoextop. Cron s sy ¢ OB3. 432017, YipsHOBcKast 007acTh, I. YIBSHOBCK, p-H JKene3HOI0pOKHBIH,
yn. Habepexxnast p. Cusiru, Ne 106-1 xoprryc.

Peanmzarus mporpaMMmbl TUCHMIUIMHBL TpeOyeT Hanmuuus ydeOHoW naboparopun. OO0opynoBaHue
y4eOHoH J1abopaTopHuu: OCaI0YHBIC MECTa 110 KOJIMYECTBY CTYACHTOB. TeXHUUECKUE CPEICTBA OOyUYCHHUS:
KOMITBIOTEPHI C JIMICH3MOHHBIM ITPOrpaMMHBIM o0ecIieueHrEM:

— Wireshark,

— python,

— Oracle VM VirtualBox
— Kali
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13. CIIEHUAJIBHBIE YCJIOBUA JIAA OBYYAIOLIUXCA C OTPAHUYEHHBIMU
BO3MOXHOCTSAMHU 310POBbS
B cnydyae HeoOxomumocTH, 00y4aromMMesl U3 YKcia JIML ¢ OrPaHUYCHHBIMH BO3MOXKHOCTSMHU
370pOBbs (110 3asBJIEHHIO OOYYAIOIIErocs) MOTYT IPEAJIaraThCsi HEKOTOPhIE M3 CIEAYIOIINX BapHaHTOB
BOCTIPHATHS HH(OPMAIIUHU C YYETOM WX WHAWBUAYAIBHBIX ICHXO(U3NIECKUX 0COOCHHOCTEH:

— JUIS JIAI] C HApYIICHWSAMH 3pEHHS: B TedaTHOW (opMme yBEeIMYeHHBIM mpudToM; B Qopme
9JIEKTPOHHOTO JOKYMEHTa; B Qopme aynuodaiina (mepeBos y4eOHBIX MaTepHaloB B ayaunodopmar); B
neyatHo ¢Gopme Ha s3pIke  bpaiinsd; MHIMBUAYyadbHBIE  KOHCYJBTAllMM C  NPHUBJICYCHHEM
TU(IOCYPAOTIEPEBOTINKA; HHANBHU Iy aIbHBIC 3a1aHHS M KOHCYJIbTAIHN;

— I JUI ¢ HApYIICHWSAMH CIlyXa: B Ie4aTHOW (opme; B (GopMe 3JIEKTPOHHOTO JIOKYMEHTA;
BU/IEOMATEpUalIbl ¢ CyOTHTpaMM; WHIMBHIYAIbHbIE KOHCYJIBTAIIMU C TPHUBJICYCHHEM CYpIONEPEBOIINKA;
WHAWBUAYaIbHBIC 3aJIJaHNUS M KOHCYJIbTaINH;

— JUIA JUI C HapyUICHUSIMH OINOPHO-IBUTATENFHOTO ammapara: B medatHod (opwme; B dopme
AJIEKTPOHHOTO JOKYMEHTa; B hopMe ayauodaiisna; HHANBUAYAIbHBIC 32IaHHS U KOHCYJIBTAIIH.

B ciaydae HEOOXOIMMOCTH HCHONB30BaHUS B Y4YEOHOM TIIPOIECCE YaCTUYHO/MCKIIOUUTEIHEHO
JTUCTAHIIMOHHBIX 00pa30BaTelbHBIX TeXHONOTHi, oprann3anus padotsl I1IIC ¢ obyqatommmucs ¢ OB3 u
WHBAMIaMU [IPEIyCMaTPUBACTCS B DIIEKTPOHHONW MH()OPMAIIMOHHO-00pa30BaTeIbHOM cpelie ¢ YUeTOM HX
WHIUBHIYTBHBIX TICHXO(PHU3NIECKUX 0COOCHHOCTEH.

JOLEHT CvrripkuHa ExaTepusEa AnexcecEHa
SOMEHOCTR =HO

PazpaboTumk:
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